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ABSTRACT
Many of the information systems (IS) security breaches in organizations can be attributed
to the security related decisions of individuals. To combat this, many organizations have placed
an emphasis on IS security training. However, despite this emphasis, the number and impact of
IS security breaches continues to rise. This paper argues that current IS security training
encourages a mindless adherence to policy that inhibits its effectiveness, and presents a
theoretical framework for IS security training that integrates mindfulness into the decision
making process and then applies that framework in the context of IS security training with the
goal of improving the effectiveness of training to improve the ability of employees to make
effective decisions with respect to IS security.
Keywords: IS Security, IS Security Training, Mindfulness, Mindlessness
INTRODUCTION
Ensuring the security of its information systems (IS) and data is of paramount concern to
most organizations. This is partially due to the expense related to data breaches. A recent report
showed that in 2009 data breaches cost the average firm $204 USD for each customer record that
was comprised and the average cost per incident was $6.75 million USD. This is up from 2008
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where the per-record cost was $202 USD and the per-incident cost was $6.65 million (Ponemon
Institute 2010).
An increasing number of these breaches can be attributed to employees and the decisions
that they make with respect to security. Recent studies have found that lost data is rarely
encrypted or password-protected and that the vast number of breaches attributed to insiders are
committed by regular employees and end-users—not highly trusted ones—typically using
authorized (i.e., legitimate, perhaps excessive) system access (Ponemon Institute 2010; Verizon
Inc. 2011). IS security training is designed to assist employees in making effective decisions with
respect to the secure use of information systems. However, despite an increased focus on IS
security and IS security training within many organizations, employee related security breaches
remain on the rise. In fact, a recent study cited that over half of IS security breaches were caused
by employee non-compliance with security policies (Vance et al. 2012).
We posit that this may be because much of security training is focused on the mindless
memorization of organizational IS security policies and procedures instead of on teaching
employees how to be more mindful with respect to security and the security related decisions
they make every day. To this end, we present a theoretical framework that seeks to integrate
mindfulness (Langer 1989) into the decision making process espoused by Simon (1960) and then
relate that framework to IS security training. The remainder of this paper is structured as
follows.

The next section will present a discussion on the concepts of mindlessness and

mindfulness and how they relate to IS security training. Our theoretical framework will then be
presented, followed by some practical ways that it can be leveraged within IS security training.
We will conclude with some remarks on our future efforts to validate this framework in an
organizational setting.
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MINDFULNESS AND MINDLESSNESS
Mindlessness
An understanding of what it means to be mindful may best be achieved by first
understanding what it means to be mindless. Mindlessness has been defined as a state of
minimal information processing where our actions are guided by policy or routine regardless of
the situational context (Langer 1989; Langer and Moldoveanu 2000). This mindless adherence
to the aforementioned policies and routines can impair the performance of an individual as they
perform certain tasks. For example, Langer and Moldoveanu (2000) argue that the person that
learned that pumping the breaks on a wet surface could help to avoid an accident could actually
cause one if they mindlessly transferred that routine to a car with anti-lock brakes. The same can
be true for a person that uses mobile technology in the same way that they are accustomed to
using more non-mobile technologies. Many times, people use mobile devices in a much less
secure environment than the one where they use non-mobile devices, yet they operate them in
much the same matter without regards to the change in environment.
However, mindlessness is not only a state of minimal information processing, but also a state
where the information that has been processed in the mindless state is not readily available for
consideration by an individual (Langer 1989; Langer and Moldoveanu 2000). This may allow
an individual to perform seemingly complex tasks with little to no mental involvement. For
example, have you ever driven a car somewhere and arrived at your destination with little to no
recollection of the events of the trip? So, in essence, mindless individuals are operating in a state
of reduced attention and essentially on “auto-pilot.”
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Mindfulness
In contrast to the description of mindlessness as a state of reduced attention, mindfulness can
be understood as a process of drawing distinctions to those things that are new in our
environments. This process allows for individuals to be situated in the present and more aware
of the context and perspective of their actions than the mindless reliance on policy or routine. In
addition, an individual being more sensitive to their environment may also be more open to new
information, create new categories for structuring information, and have an enhanced awareness
for multiple perspectives (Langer & Moldoveanu 2000).
Mindfulness has two values: expressed and latent. The expressed value is when an
individual is actively deploying their attention in dealing with some situation. The latent type of
mindfulness is more passive and exists to activate expressed mindfulness whenever
circumstances change in their situation or environment (Langer 1989). Langer (1989) made this
distinction in an example of a baseball player waiting to hit a ball. A baseball player hardly ever
consciously thinks about the way they are gripping the bat as they are waiting for the pitch to
arrive. In fact, it would be almost impossible for them to be expressly mindful about everything
in their environment at that moment. Instead they would probably spend their time being
expressly mindful about the game situation, then the pitchers stance, and then of course the pitch
while seemlessly being mindless of their grip on the bat. That being said, let’s say that
something in the environment (like rainy conditions) caused them to expressly be mindful about
their grip because the situation indicates that gripping the bat differently may cause them to be
more effective. This activation of expressed mindfulness caused by a change in situation is an
example of latent mindfulness at work.
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Mindfulness in IS Security Training
As it relates to IS security in general, the concept of mindfulness has received little coverage
in the IS literature. Most of the studies that we have found have brought in the concept of
organizational mindfulness (Weick and Sutcliffe 2007) either in the context of risk management
(Butler and Gray 2006) or in the context of the management of IS security policy (Collmann and
Cooper 2007; Parrish and Jensen 2010; San Nicolas-Rocca and Olfman 2009; Parrish, Kuhn,
and Courtney 2008). As it relates to IS security training, we argue that mindfulness can play a
role at three different levels: (1) having employees mindfully engage in the security training
(expressed mindfulness), (2) developing the mindfulness of employees to be aware of situations
when they could potentially violate a secuirty policy (latent mindfulness) and (3) the
establishment of a organizational culture of mindfulness such as those in “high-reliability
organizations” (Weick and Sutcliffe 2007) that would provide the sufficient environment and
incentives to encourage employees to be more mindful after the training is over, which has been
found to be an important factor in the management of IS security (Holmberg and Sundstrom
2012). While there is little doubt that organizational mindfulness is important in every effort to
increase mindfulness of employees, this paper will focus on those areas where mindfulness
applies directly to IS security training.
The need to study mindfulness in IS security training is underscored by the fact that
education, in general, is an area that seems to promote mindlessness through a focus on learning
the “basics” so well that they become second nature to an individual. This mindless adherence to
the basics limits the individual’s performance because, by performing the task without thinking,
they take themselves out of position to vary the basics as more information about whatever task
they are performing becomes evident (Langer and Moldoveanu 2000). Because of this, it is
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imperative that mindfulness be built into not only the way employees learn about IS security, but
also in the way they make decisions on whether to engage in secure behaviors or on how to apply
security policies as a part their daily job functions. To assist in accomplishing these goals, we
present a framework that integrates techniques for enhancing mindfulness into the decision
making process.
A FRAMEWORK FOR MINDFUL IS SECURITY TRAINING
To explain the foundation for our framework it may be best to return to the example of the
mindful baseball player. As the player enters the batter’s box they recognize that something in
their environment may be problematic (the rainy conditions) to their success. They then engage
in a process of thinking through alternative solutions to address the problem (whether or not and
how to change grip on the bat), and then they choose the alternative that they feel will make
them most successful. This is consistent with Simon’s (1960) intelligence-design-choice
decision making process shown below in Figure 1 where intelligence is the search for problems,
design is the formulation of alternative solutions, and choice is the selection and implementation
of one of the alternatives.

Intelligence	
  
Recogni*on	
  of	
  a	
  problem	
  

Design	
  
Formula*on	
  of	
  alterna*ve	
  solu*ons	
  

Choice	
  
Selec*on	
  and	
  implementa*on	
  of	
  a	
  solu*on	
  

Figure 1: Intelligence-Design-Choice Decision Making Model (Simon 1960).
However, one must remember that this is an example of a mindful baseball player. If the
baseball player takes to the batter’s box in a mindless state, then the model begins to break down

Proceedings of the Seventh Pre-ICIS Workshop on Information Security and Privacy, Orlando, December 15, 2012.

6

Parrish and San Nicolas-Rocca

Integrating Mindfulness Into IS Security Training

in certain areas. The intelligence area can be affected by the batter not recognizing that there are
problematic conditions and this will prevent the formulation of alternatives. In fact there is only
the mindless choice (if a choice can be mindless) to grip the bat in accordance with the basics
they have learned and made second nature. Additionally, it could be argued that even if the
batter did recognize that the rainy weather could be problematic, if they mindlessly learned the
basics of the standard baseball bat grip this would limit the range of other options that they could
take in the situation (Langer and Moldoveanu 2000).
Now let’s move the discussion to the realm of IS security training. If the goal of IS security
training is to influence individuals to make decisions to engage in behaviors in such a way that
they minimize the security risk associated with that behavior, then it can be assumed that a
similar decision making process exists. In this context, the intelligence phase consists of the
recognition of a situation or environment that may expose an individual to an IS security threat.
The choice phase is where the individual formulates alternative actions to mitigate any threats
the environment may expose them to. Finally, the resulting choice phase is to engage in one of
the alternative behaviors.
Additionally, mindlessness in learning activities, such as IT security training, can limit the
range of alternative behaviors. This is because once we have learned the basic behaviors to the
point where we do them without thinking about them, we are not in a situation to vary them in
response to more information about our environments or the task at hand (Langer and
Moldoveanu 2000). This limiting of our ability to vary our responses in accordance to the
situation can prove to be problematic in the sense that our responses will become predictable and
that predictability can become a weakness that can be exploited.
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The measure of success of the security training is whether or not the individual consistently
chooses an alternative to effectively minimize their security risk in the environment (Johnson
2006). We propose then that integrating mindfulness training into IS security training will
improve its effectiveness of the IS security training by enhancing the ability of individuals to
minimize their security risk in the following proposed ways.
•

Proposition 1: Integrating mindfulness training into IS security training may increase the
ability of individuals to recognize aspects of their environments that may require changes in
security behavior.

•

Proposition 2: Integrating mindfulness training into IS Security training may increase the
range of alternative security behaviors that a person can consider when they recognize
aspects of their environment may require changes in security behavior.

•

Proposition 3: Integrating mindfulness training into IS Security training may increase the
effectiveness of the choices that an individual makes with respect to their security related
behaviors.

The proposed framework presented in Table 1 below and discussed in more detail in the
following paragraphs will integrate mindfulness into information security training by identifying
specific activities that have been shown in the mindfulness literature to reduce mindlessness in
education and associating them with the different phase of the decision making model where
they would have the proposed impact.
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Table 1. Activities Enhancing the Intelligence Phase
Decision Phase
Intelligence

Design
Choice

Activities
• When providing scenarios where there may be a risk of
security, encourage trainees to focus not on the situation as a
whole, but to vary their attention to notice new or novel things
in the scenario.
• Introduce security concepts in conditional ways rather than as
absolutes.
• Make the training more meaningful to actual participants.
• When students are asked questions or examined on the training
materials, have them provide a rationale for their decisions to
people they are not familiar with.

In some mindfulness studies described in Langer (2000) as well as Langer and Moldoveanu
(2000), participants were asked what it meant to pay attention to something and their response
was to hold the image of what they were studying still like they were focusing a camera.
However, when students were asked to vary the stimuli (i.e. shift their attention to various
aspects of it to notice new things) they were able to remember more about the target of their
attention. Furthermore, learning in this manner is a way of training the mind to be more active
and able to notice the novel things in familiar situations (Langer 2000).
In the context of security training, this can affect the effectiveness of the training in two
ways. First, the improved memory associated with learning in this manner may increase an
individual’s knowledge of situations that could potentially pose a security risk. The second, and
perhaps more important effect in the context of the intelligence phase, is that when minds are
trained to be situated in the present, they are more able to notice the novel distinctions in
everyday environments that might indicate a situation where a threat to security exists. This will
hopefully lead to the formulation of different alternative behaviors to address the situation. In
the next section, we look at ways to enhance the development of those behaviors.
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Activities Enhancing the Design Phase
As mentioned earlier, mindless adherence to the “basics” limits an individual’s range of
alternative behaviors that they can engage in for a given situation. Much of this mindlessness
can be attributed to the traditional methods by which these “basics” are taught and learned.
When basic concepts are taught as absolutes, this limits their flexibility and makes them more
able to be incorporated as second nature to us and, thus, applied mindlessly. However, when
these basic concepts are taught conditionally, studies have shown that the basic concepts can be
applied more creatively when the need for a novel application of the concept arises (Langer and
Moldoveanu 2000).
This is critical in the context of IS security as the development of new technologies and the
seemingly constant evolution of security threats outpace the development of security policies.
Furthermore, if existing policies are learned in terms of absolutes (they only apply in a certain
situation), they may not be applied in situations where they may have some effectiveness
because they do not adhere strictly to the conditions for which they were designed. This seems
to indicate that teaching basic security concepts and policies in a more conditional manner may
allow individuals to be able to have more choices with respect to secure behavior because they
can mindfully consider which secure behaviors and security policies to apply and how to apply
them based on their current situation, regardless of whether the secure behavior or policy was
designed specifically for the situation in question.
Increased information retention and the ability to use the learned information more creatively
is also enhanced by asking students to make the material meaningful to themselves instead of
simply memorizing the material (Langer and Moldoveanu 2000). This is also important in the
context of security training as many IS security training programs provide instruction on general
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policies and procedures to a variety of employees (ex. an online IS security course that is
required of all employees). Many times this type of training does not provide individuals the
opportunity to relate the lessons on secure behaviors and policies to their own roles in the
organization. This also seems to indicate that changing the IS security training to allow
participants to relate the lessons to their own roles in the organization may help them to better
learn the training material and to apply it over a wider range of situations. However, the
integration of mindfulness into IS security training does not need to be restricted to just the
delivery of the course material. Integrating mindfulness into the assessment of an individual’s
learning in IS security training may also serve to make it more effective.
Activities Enhancing the Choice Phase
When having to justify their opinions or rationale for a decision to an unknown audience,
studies have shown that the person doing the justification gave more mindful rationales. This
may be due to the perception of the individual that they have to be able to prepare themselves for
any criticism from the audience, whereas they would not feel this need if they were explaining
their actions to people that they knew (Langer 1989). This too, may have some impact on the
effectiveness of IS security training. If individuals knew that they would have to justify their
choice of what secure behaviors they engaged in or how they applied a security policy in a given
situation, they might be more inclined to mindfully engage in the training so that they would be
able to gain the perception that they were sufficiently prepared to defend themselves against
potential criticism.
That being the case, integrating this technique to increase mindfulness into IS security
training might not only help to ensure more mindful choices, but more mindful learning as well.
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In the next section, we discuss ways that the techniques discussed above could be integrated into
the IS security training of an organization.
INTEGRATING MINDFULNESS INTO IS SECURITY TRAINING
While the framework presented in this paper highlights some areas where mindfulness might
be introduced into IS security training with the intent of influencing an individual’s decisions
regarding their behaviors with respect to security, it is not practical unless it can be incorporated
into the actual IS security training. Therefore, in this section we will discuss some practical
ways to accomplish this. Probably the easiest technique to incorporate into most IS security
training is the introduction of IS security policies and behaviors as conditional rather than
absolute. This was accomplished in other studies by changing the absolute language used to
introduce the concepts (“if this is the situation, this is what you should do”) to more conditional
language (“if the situation similar to this, these could be some things that you to do”).
Moving beyond the change of language, getting trainees to pay better attention by varying
the learning stimuli could be accomplished by introducing scenario based learning into the IS
security curriculum and asking the trainees to identify things in the scenario that might be
indicative of a security threat. This will encourage the trainees to shift their focus among several
elements of the scenario by enhancing their knowledge of scenarios where threats may exist, but
also sharpening their abilities to recognize elements of their environment where a threat may
exist that would have otherwise been overlooked in a mindless state.
The scenario based learning might also be used in conjunction with putting the trainees in
groups with people they are not familiar with to enhance their learning by having the trainees
justify why or why not they feel that a certain element that they have noticed in their
environment indicates a potential threat, why they chose to engage in a certain behavior in the
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scenario, or explain what security policies they think would apply in the scenario. Scenarios
could also be used in the assessments given to the trainees. Instead of the typical multiple choice
or true/false type questions, the trainees could be given assessments that require them to apply
the security concepts that they have been trained on in a situation and then justify their answers.
Of course, this is dependent on the fact that the trainees have no idea whom is reviewing the
assessment. Furthermore, this type of technique need not be limited to in-class training. The
justification techniques could (more easily, perhaps) be introduced to computer-based IS security
training scenarios and assessments because many times the trainees have no idea who will be
evaluating their responses.
To get trainees to make the material more meaningful to themselves, they could be asked to
adapt general scenarios to their specific conditions. This would allow for the implementation of
the other techniques associated with using scenarios to teach IS security concepts while also
allowing for students to potentially gain an increase in mindful learning associated with
meaningful material. However, this list of suggested techniques for incorporating mindfulness
into IS security training is not comprehensive with respect to how mindfulness can be
incorporated into the training. More research should be done to look at other ways of integrating
mindfulness into IS security training. Furthermore, the ways that we have proposed for
mindfulness to be incorporated into IS training will have to be evaluated in the context of an
empirical study to evaluate their efficacy in improving the overall effectiveness of the IS
training.
CONCLUSION
Despite best efforts to educate employees on how to engage in secure behaviors with respect
to the use of IS, security violations and breaches of security are still on the rise (Warkentin,
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Johnston, and Shropshire 2011). This paper posits that this might not be a result of there not
being enough training, but that the training that is being done is lacking in its effectiveness
because it facilitates mindless type of learning that limits the trainee’s ability to make behavioral
decisions with respect to security that best mitigates their security risks for a given situation. To
address this we have proposed a theoretical framework that integrates techniques to enhance
mindfulness into the decision making model of Simon (1960). Furthermore we suggest some
practical ways that this model can be implemented into IS security training.
While the research on mindfulness and mindlessness in education is well established, this
particular research on how it can affect security decisions by being integrated into IS security
training is in its beginning stages. In the near future, we plan on conducting a series of studies to
validate our model and evaluate the effectiveness of our suggested techniques for integrating
mindfulness into IS security training. Until then, we will continue refining our framework and
exploring new ways to increase the effectiveness of IS security training and we call on other
researchers to also address this critical area.
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